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Emerging Context of Central Bank Digital Currency




01 INTRODUCTION

-What’s Central Bank Digital
currency(CBDC)?

Digitalization of fiat money backed by Central
Bank Digital Currency

2 kind of CBDC : Wholesale CBDC, Retail CBDC,
Hybrid CBDC

-Emerging Context

Rise of Cryptocurrencies Post-2008 financial
crisis
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Interoperability

Problematic: How can Securitg be ensured in an offline Fig.l. Dematerialized currencies world

payment, cash-like CBDC payment system without sacrificing -
privacy protection?
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Diving into the Mechanics: How Offline Transactions Work




[02 OFFLINE PROTOCOL OVERVIEW]

» OFFLINE FUNCTION

No internet connection
No ledger system connection
No telecom connectivity

» DIGITAL COINS

CBDC Unit corresponds to a public/private
hey pair provided par Central Bank

» KEY BUILDING BLOCKS

Chaum’s blind signature Protocol

/K-SNARK (Zero-knowledge Succint Non
interactive Argument of Knowledge)

TEE ( Trusted Execution Environment)
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02 SYSTEM OPERATION ]

» CORE FUNCTIONS

Withdrawal
Payment
Deposit
Exchange ISSUANGE Gentral Bank
Provigion of leauance of
-_-_-_-_-_fEEE'E---_l_ __L_--' _____________________
» STAGES’PROCESS ﬁ
NTE ARY LL
STAGE 1: coin’s withdrawing (Online) Comnarcial Baal
Actors: a _
Alice (Emitter’s transaction) Q DISTRIBUTION ﬂ&’“"* - Offline
ﬁﬁ
Commercial Bank /T\E
Central Bank (2} Payment
Purpose: Alice wants to  transfer
privately some coins from her online account to
her personal wallet

Cryptographic method: Blind signature

Fig.3. Withdrawal step
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[02 SYSTEM OPERATION

» CORE FUNCTIONS %
Widrawal
Offllne Payment SRR Provision of i Issuance of
Deposit

Exchange

» STAGES’PROCESS

STAGE 2: Offline sealed transaction
Actors:
Alice (Emitter’s transaction)
Bob: (Recepient’s transaction)

DISTRIBUTION

(2) Payment

Purpose: Alice wants to transfer securely
CBDC’s coin from her offline wallet to Bob’s wallet

Cryptographic methods: ZK-SNARK Protocol

& digital certificate Fig.5. CBDC Offline Payment Step
10
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OFFLINE
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Fig.6. CBDC Offline transaction
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» CORE FUNCTIONS

Widrawal

Offline Payment
Deposit

Exchange

ISSUANCE Central Bank

Provision of Issuance of

» STAGESPROCESS
STAGE 2: Deposit (Online)
Actors:

Bob (Emitter’s transaction)
Commercial bank: (Recepient’s transaction)

DISTRIEUTION Offline

online

Purpose: Bob wants to transfer privately
CBDC’s coin from his offline wallet to his online
account Bob’s.

(2) Payment

Secure element: TEE

Cryptographic methods: ZK-SNARK Protocol Fig.7. Deposit and Exchange step .
& digital certificate
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» BLOCKCHAIN INTEGRATION

Consecutive Payment @ Funding/ Defunding

Online

By using a ZK-SNARK proof our
solution can be seamless integrated
in blockchain infrastructure

1 <€ _ - = N Ledger

» EXTENDING TO SMART CARDS

Smart  Card  would provide users another
tangible, secure, and convenient method to
make offline payments.




Reflecting on Achievements and Envisioning the Road Ahead
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Key benefits of our innovative solution: Adressing Framework Limitations:
@ 1-Enhancing Privacy Switching from zk-SNARK to zk-STARK for enhanced
security.
-The recipient holds only payment proof ( no transaction metadata) 7k-STARK Advantages:

- Quantum resistant Privacy

No initial setup phase

2-Guarantees security o .
uantum-resistant

-N I nding | :
0 double spending issues Faster proof generation

-No counterfeits

_ _ Considerations:
@j-Ensurmg Compliance

- Know Your Customer (KYC) Newer technology; requires thorough evaluation

Larger proof size compared to zk-SNARKSs
-Commercial Banks monitore fund movements to prevent financial instability
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Thank you
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